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1 Important Notice

Statoil issues certificates following four distinct certificate policies, namely:
- Statoil root certificate policy

- Statoil qualified certificate policy

- Statoil normal certificate policy

- Statoil light certificate policy

The Certificate Policies will only be available to parties with whom Statoil enters an agreement for use of digital certificates
issued by a Statoil CA.

This document (PKI Disclosure Statement) does not substitute or replace the Certificate Policies but provides public
information summarizing the key points of the Certificate Policies for the benefit of Subjects, Contractors and Relying
Parties.

1.1 PDS history

This version replaces the former PDS with revision number 1.0.
2 Definitions and references

2.1 Definitions

Certificate: Public key of a user, together with some other information, rendered
unforgeable by encipherment with the private key of the Certification
Authority which issued it.

Certificate Policy (CP): Named set of rules that indicates the applicability of a certificate to a
particular community and/or class of application with common security
requirements

Certification Authority (CA): Authority trusted by one or more users to create and assign certificates
Certification Practice Statement Statement of the practices which a Certification Authority employs in issuing
(CPS): certificates

Contractor: Entity contracting with a Statoil CA on behalf of one or more Subjects. For

Machine Certificates the term Contractor also covers Line managers
responsible for one or more Machines.

Electronic Signature: Data in electronic form which are attached to or logically associated with
other electronic data and which serve as a method of authentication of that
data.

Relying Party: Recipient (may be a computer system, an individual and/or an organization)

of a certificate who acts in reliance on that certificate and/or digital
signatures verified using that certificate.

Classification: Internal (Restricted Distribution) Status: Final Expiry date: 2019-06-11 Page 3 of 13
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Smartcard: Device which holds the user’s private key, protects this key against
compromise and performs signing or decryption functions on behalf of the
user.
Statoil: Any organization controlled by Statoil ASA
Subject: Entity identified in a certificate as the holder of the private key associated

with the public key given in the Certificate.

2.2 References

[1] Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework
for electronic signatures

[2] EN 319 411-3v1.1.1 (2013-01): “Electronic Signatures and Infrastructures (ESI); Policy and security requirements for
certification authorities Trust Service Providers issuing public key certificates; Part 3: Policy requirements for
Certification Authorities issuing public key certificates”

[3] EN 319 411-2v1.1.1 (2013-01): “Electronic Signatures and Infrastructures (ESI); Policy and security requirements for
certification authoritiesTrust Service Providers issuing qualified certificates; Part 2: Policy requirements for
certification authorities issuing qualified certificates”

[4] Norwegian Law; Lov 2001-06-15 nr. 81: “Lov om elektronisk signatur”
[5] Statoil CPS
[6] CA/Browser Forum: "Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates".

3 CA contact info

Statoil ASA

Forusbeen 50

4033 Stavanger

Att: Statoil Policy Management Authority.
Email: pma@Statoil.com

Tel: +47 51 99 00 00

Fax: +47 51 99 00 50

For user and usage information and support please search www.statoil.com , consult factsheets or submit a ticket to Statoil
Servicedesk. For external users please submit the ticket through your contact in Statoil.

4 Certificate type, validation procedures and usage

The Statoil Digital Certification Services implement a closed hierarchical public key infrastructure consisting of one Root CA
and 3 Subordinate CA. Statoil Digital Certification Services is only open to Subjects employed by Statoil or working with
Statoil under contract and for Relying Parties who has entered an agreement with Statoil related to the use and acceptance of
Statoil digital certificates.

Statoil or its representatives assumes no liability whatsoever in relation to the use of certificates or associated public/private
key pairs issued under any of the Statoil Certificate Policies for any use other than in accordance with the Statoil Policy it is
issued under and the express agreement entered between Statoil and a Relying Party only the written definitive agreement,

Classification: Internal (Restricted Distribution) Status: Final Expiry date: 2019-06-11 Page 4 of 13


mailto:pma@Statoil.com
http://www.statoil.com/

[\

PLLY
" Statoil

Statoil Policy Disclosure Statement

Doc. No.
Valid from Rev. no.
2014-06-11 21

signed by the authorized representatives of Statoil, Contractor and/or Relying Party shall be binding upon the respective
parties.

41 Statoil qualified certificate

Statoil Qualified Certificate Policy is based on EN 319 411-3 [3] and includes requirements for issuing qualified certificates
(as required in Article 5.1 of the Electronic Signature Directive [1]) in accordance with Norwegian “Lov om elektronisk
signatur” [4].

Statoil qualified certificates supports secure electronic identification of employees and/or employees of Contractors with
whom Statoil have established an agreement. Only natural persons can be issued a Statoil qualified certificate. The
registration procedures requires physical presence and the private signature keys are generated and stored on a
personalized Smartcard complete with the persons picture, name and Statoil employee number.

As part of the registration, the RA/LRA shall on behalf of the CA, collect either direct evidence or an attestation from an
appropriate and authorized source, of the identity (e.g. name) and, if applicable, any specific attributes of Subjects to whom
a Certificate is issued. Submitted evidence may be in the form of either paper or electronic documentation. Verification of the
Subject’s identity shall be by appropriate means and in accordance with national law.

The Statoil Qualified CA has been cross certified with the GlobalSign “Trusted Root CA G2” and the GlobalSign “GlobalSign
Primary SHA256 CA for Adobe”.

The Statoil PKI adheres to Adobe Systems Incorporated “CDS Certificate Policy” (OID 1.2.840.113583.1.1.5)

The cross-certification certificates are shown in Appendix A

4.2 Statoil normal certificate

Statoil Certificate Policy Normal is based on EN 319 411-2 [2] and includes requirements for supporting the same level of
quality as required by certification authorities issuing qualified certificates (as required in Article 5.1 of the Electronic
Signature Directive [1]) but without the legal constraints as follows from issuing Qualified Certificates.

Statoil normal certificates supports secure email for Statoil employees and/or employees of Contractors with whom Statoil
have established an agreement. Only natural persons can be issued a Statoil normal certificate, and the registration requires
the use of a Statoil qualified certificate, registered as described above. Normal certificates and corresponding private keys
are stored in software on the secured workstations of the subjects and is only accessible following authentication which as a
minimum is in line with Statoil Authentication Policy.

4.3 Statoil light certificate
Statoil Certificate Policy Light is based on EN 319 411-2 [2] and includes requirements for issuing certificates to Statoil
applications and computing devices running in or supporting Statoil infrastructure. These applications/computing devices

may be operated by Statoil or by a third party on behalf of Statoil.

Classification: Internal (Restricted Distribution) Status: Final Expiry date: 2019-06-11 Page 5 of 13
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Statoil has no ambitions to issue certificates to the general public, nor to issue Publicly Trusted Certificates to servers and
applications and will therefore not adhere to all requirements put forth in the PTC-BR[6]. Even so PTC-BR requirements will
be implemented where appropriate.

Statoil light certificates and the corresponding private keys may be stored in software on the corresponding hardware, and
the keys may be activated in an automated way by the hardware.

As part the registration process, the RA/LRA shall on behalf of the CA, verify that the Subject is operated on behalf of Statoil
by checking Statoil asset lists or Statoil System Database.

The CA'’s verification policy shall only require the capture of evidence of identity sufficient to satisfy the requirements of the
intended use of the Certificate.

4.4 Statoil root certificate

Statoil Qualified Certificate Policy includes requirements for issuing certificates to Statoil subordinate CAs.

Statoil Subordinate CAs shall, in order to be certified by Statoil Root CA, conform to the stipulations of the certificate policy
definition and present a Certification Practice Statement that supports the certificate policy relevant to the policy under which
the particular Subordinate CA issues its certificates.

The registration for sub certification under the Statoil root CA is performed directly by the Statoil Policy Management
Authority.

4.5 Reliance limits

Statoil does not set reliance limits for certificates issued under this policy. Reliance limits may be set by other policies,
application controls, and applicable law or by agreement. See Limitation of Liability, below.

5 Obligations of Subject and/or Contractor

It is the responsibility of the Subject and/or Contractor to:

a) submit accurate and complete information to Statoil CA in accordance with the requirements of the applicable Statoil
Certificate Policy, particularly with regards to registration

b) the key pair is only used within and in accordance with the limitations set forth in the applicable Statoil Certificate Policy
under which the Subject receives its certificate;
c) the Subject shall take necessary precautions to avoid unauthorized use of the Subject’s private key;
d) take necessary precautions to avoid unauthorized use of the Subject’s private key, in particular certify and agree that;
e no unauthorized person and/or system has ever had access to the Subject’s private signing key;
e the Subject’s private signing key shall be protected in accordance with the requirements set forth in the applicable
Statoil Certificate Policy under which the Subject’s certificate has been issued;
e any compromise of the Subject’s private signing key shall be immediately reported to the actual Statoil CA issuing
the Subjects certificate;

e) without any reasonable delay, notify Statoil CA, if any of the following occur within the validity period of the certificate:
- the Subject's private key has been lost, stolen, potentially compromised; or
- control over the Subject’s private key has been lost; or

Classification: Internal (Restricted Distribution) Status: Final Expiry date: 2019-06-11 Page 6 of 13
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- inaccuracy or changes to the certificate content;

f) In case of any events as described in e) above, the use of the Subject’s private key shall immediately and permanently
be discontinued.

g) only use the Subject’s private key within a device conformant to the requirement set forth in the Statoil Certificate Policy
under which the Subject receives its certificate;

h) if the Subject’s keys are generated in the Smartcard under control of the Subject, and the private key is for creating
Electronic Signatures and/or Authentication purposes, the Subject shall maintain control of the private key at all times
once the private key is generated,;

i) if Subject's keys are generated under control of the Contractor, private keys used for signing or Authentication in
accordance with Statoil Qualified Certificate Policy shall only be generated within the Smartcard.

6 Certificate status checking obligations of relying parties

Relying Parties who has entered an agreement with Statoil related to the use and acceptance of Statoil digital certificates
shall, in order to reasonable rely upon a certificate:

e  Verify the validity, suspension or revocation of the certificate using current revocation status information

e Take account of any limitations on the usage of the certificate indicated to the Relying Party either in the certificate
or the terms and conditions supplied as part of the agreement related to the use and acceptance of Statoil digital
certificates; and

e Take any other precautions prescribed in agreements or elsewhere.

The Statoil PKI supports both X.509 v.2 revocation lists and OCSP status requests. The address of the revocation lists are
given in the relevant certificates CRL distribution point extension while the OCSP address is given in the AlA extension.

7 Limited warranty and disclaimer/Limitation of liability

By signing a certificate containing a policy identifier which indicates the use of a Statoil certificate policy, the Statoil Issuing
Authority certifies to all who reasonably rely on the information contained in the certificate, that the information in the
certificate has been checked according to the procedures laid down in the relevant Statoil certificate policy.

The Statoil Issuing Authority assumes no liability whatsoever in relation to the use of certificates or associated public/private
key pairs issued under the Statoil certificate policies for any use other than in accordance with these policies and a separate
agreement between Statoil and any Relying Party related to the use and acceptance of Statoil digital certificates.

Statoil shall not be liable for any consequential, indirect or incidental damages, nor for any loss of business, loss of profit or
loss of management time, whether foreseeable or unforeseeable, arising out of breach of any express or implied warranty,
breach of contract, tort, misrepresentation, negligence, strict liability however arising, or in any other way arising from or in
relation to the use of or reliance on, any Digital Certificate issued by any Statoil CA except only in the case of the Statoil CA's
negligence, wilful misconduct, or where otherwise required by applicable law.

Nothing in the Statoil certificate policies excludes or restricts liability for death or personal injury resulting from negligence
or the negligence of its employees, agents or contractors.

Statoil excludes all liability of any kind in respect of any transaction into which a Subject may enter with any Relying Party
unless liability is expressed as part of the separate agreement related to the use and acceptance of Statoil digital certificates.
Statoil is not liable to Subjects either in contract, tort (including negligence) or otherwise for the acts or omissions of other
providers of telecommunications or Internet services (including domain name registration authorities) or for faults in or
failures of their equipment.

Classification: Internal (Restricted Distribution) Status: Final Expiry date: 2019-06-11 Page 7 of 13
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Each provision of these policies, excluding or limiting liability, operates separately. If any part is held by a court to be
unreasonable or inapplicable, the other parts shall continue to apply.

8 Certification Practice Statement

This document (PKI Disclosure Statement) can be found at:
http://pki.Statoil.com/pds/pds.pdf

The Certification Practice Statement is not normally made generally available, but under special circumstances and at the
discretion of the Statoil Issuing Authority, the CPS may be obtained on application to the Issuing Authority as detailed above.

Registration and CA event log information is retained for ten years after establishment.

9 Privacy policy

Statoil shall ensure that the requirements of the applicable national data protection legislation are met.

The information that Subjects contribute to a Statoil CA shall be completely protected from disclosure unless Subjects with
their agreement agree otherwise or the CA by court order or other legal requirement are required to disclose such
information.

The user agrees to have the user information given in the certificates disclosed, according to the accessibility of the
certificates to other users.

10 Signature policy

Statoil accepts that electronic signatures may be used as an alternative to written signatures, provided that the issuer of
certificates for electronic signatures is on the “Trusted List” issued by the Norwegian Post and Telecommunications
Authority or any equivalent trusted list issued by any similar authority within the European Economic Area.

Statoil will on a case by case basis at its own discretion accept an issuer of electronic certificates not on “Trusted Lists", after
having been given access to the issuer’s certificate policy, certificate practice statement and an audit report verifying that
the issuer is acting in accordance with such documents. If subsequently there has been a significant change to the issuers
system for electronic signatures or if Statoil so reasonably requires, this mechanism shall be reapplied.

11 Applicable law, complaints and dispute resolution

The provision of Statoil Certification Services shall be governed by Norwegian law and all parties shall submit to the exclusive
jurisdiction of the courts of Norway.

Classification: Internal (Restricted Distribution) Status: Final Expiry date: 2019-06-11 Page 8 of 13
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12 Audit

Audit is carried out on a bi-annual basis by an auditor chosen by Statoil.
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CN = GlobalSign Primary SHA256 CA for Adobe
OU = GlobalSign CDS

O = GlobalSign nv-sa

C=BE

MI11gzCCB2ugAwIBAg IRAgWFFYGa7nsy6DLb/KSLiPYwDQYJKoZ I hveNAQELBQAwW
¢ j ELMAKGALUEBhMCQKUXGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2ExFzAVBgNY
BAsSTDkdsb2JhbFNpZ24gQORTMS8wLQYDVQQDEYZHbG91 YWxTaWwdu I FByaWlhcnkg
UOhBMjU21ENBIGZvciBBZG9iZTAeFwOxMzASMTcwMDAWMDBaFwOXOTEWMTMXNDAL
NTZaMHwxEzARBgoJkiaJk/ 1sZAEZFgNjb20xFzAVBgoJkiaJk/ 1sZAEZFgdzdGFO
b2 1sMQswCQYDVQQGEWJOTzEgMB4GALUEChMXU3RhdGOpbCBBUOEgLSASMjM2MDKw
MTYXHTAbBgNVBAMTFFNOYXRvaWwgUXVhbG ImaWVk 1 ENBMI ICI jANBgkghk iGOwOB
AQEFAAOCAg8AMI I CCgKCAGEAXCRB/NMeUdbNAYOs/HV/ iXCFRsSjB7i61nZS2yti
1k/mV2bLsPVzh5MiPYa+mnOFJIAiI T3Tc3EySmAXs6FsnNkQ2VcCBcVb20M3tT1lsp
1yTyXD7nEI IhX8QWhkBxaxuWberY7ov7RMRYMezrZWOP7xSLyn laE9eUqgXsFod2F
9wCyhwXYsmjkXMjdgX62GV5QENjKGP 1t7DT53cgedbQe/d2i2kl1a2vpi5IxBKXiZ
TJHZvgDobX5A8VRBKC I iuJwKi INDCKziKmgs/ 1/tATVBIBNMN524wXjKprspRAwWH
vKzH8a2LdWzSFfFefp4Q84 I15xWt7H/EmSUzhoNCrgDtUd1NAOROCGS8 Imtqud4wcFN
clAS/DUGJILSV/ Im6rUgXCEP5MXDGUz fMekNtzpWsD/3Zxj9HKdoBUaVul i 1roDSz
8yr7ao9TNJI3G5IPwGYetz/ IpkOiwtz9+t5Qp6goRsFI+w7N7mC8eveVq3u4A53pG
fm6e5r 1bqdmf8QmCO3FhHIS8TROa9+modaP6zX2k TRp+T3cFZ9RFXBUL/LHCDM7b
+aZQBHNj 4 ImPsoSFGHxhW8gj T92a3ZnhfF15Fv04vgUiRYSTEWrySU24KHgbs11d
XEPyuwX/UAHe17h7DCRiAKDNGe 1+TeR5gV8xbK j45YQ2e6Kiuvld2KLTbgARStH8
grcCAWEAAaOCBAgwggQEMA4GA1UdDWEB/WQEAW I BB CCATAGALUd IASCAecwggH]j
MIH5BgkghkiG9y8BAgEwgeswMgY I KwYBBQUHAgQEWIMhOdHBZzO 1 8vd3d3Lmdsb2Jh
bHNpZ24uY29tL3J1cG9zaXRvenkvMIGOBggrBgEFBQCCAj CBpwyBpFRoaxXMgY2Vy
dGImaWNhdGUgaGFz 1GI1zZW4gaXNzdWVkIGIulGFjY29yZGFuY2Ugd210aCB0aGUg
QWRvYmUgQ1AgYW5k IEdsb2JhbFNpZ24gQ1AvQ1BT IGXxvY2F0ZWQgaW4gdGhl IEds
b2JhbFNpZ24gcmVwb3NpdG9yeTot 1GhOdHBzO18vd3d3Lmdsb2JhbHNpZ24uY29t
L3J1cG9zaXRvenkvMIHkBghghE 1BDg 1BAjCB1zAuBggrBgEFBQCCARY iaHROcDov
L3Bras5zdGFOb21sLmNvbS9wZHMvcGRzLNBkZj CBpAY I1KwYBBQUHAg IwgZcMgZRT
dGFOb21s1GV4Y2x1ZGVz IGFsbCBsaWFiaWxpdHkgb2YgYW551GtpbmQgecmVsYXRI
ZCBObyB0aGUgdXNI 1GFuzCBhY2NIcHRhbmN T 1G9m I FNOYXRvaWwgZG InaXRhbCBj
ZXJ0aWZpY2F0ZXMgdW5sZXNz 1GV4cHII c3NI1ZCBpbiBzZXBhcmFOZSBhZ3J1ZW11
bnQuMB IGALUJEWEB/wQ IMAYBAT8CAQAWgCQGALUdHgEB/WSBUTCBtqCBgTANggtz
dGFOb21sLmNvbTANgQtzdGFOb2 IsLmNvbTAOgQwuc3RhdG9pbC5jb20wUaRPMEOX
EzARBgoJkiaJk/ 1sZAEZFgNjb20xFzAVBgoJkiaJk/ I sZAEZFgdzdGFOb2 I sMQsw
CQYDVQQGEWJOTZEQMA4GA1UEChMHU3RhdAG9pbKEWMAQHCAAAAAAAAAAAMCKHIAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANMBQGALUAIQQNMASGCSGS b3
LWEBBTBABgNVHRBEOTA3MDWgM6AXh i 90dHRWOi18vY3JsLmdsb2JhbHNpZ24uY29t
L2dzL2dzcHJtc2hhMmFkb2JILmNybDCBigY I KwYBBQUHAQEET J B8MDYGCCSGAQUF
BzABhipodHRwOi8vb2NzcDluzZz2xvYmFsc2Inbi5jb20vZ3NwemlzaGEy YWRvYmUw
QgY IKwYBBQUHMAKGNmMhOdHAGLY9zZWN1cmUuZ2xvYmFsc2Inbi5jb20vY2FjZXJ0
L2dzcHJtc2hhMmFkb2JILmRIcjAdBgNVHQ4EFgQUjg9Y41c5D134c0uYJEaWdTV]
k1lowHwYDVROjBBgwFoAUWdgkws9rBKkLU I XalKVz12EErJF8wDQYJKoZ hveNAQEL
BQADggEBAIW4APtYa//aaSYTAQWTF7hi14SGPonmOOLUTGXxQ62B1Z+ip7kZsOYmlelr
/u8gUS5SNsi12QJp41SP9+vd7mbLag8a/ZJazQzSOMmz+bM7Twtt+Z+Ntj 159CaGmM
pJul8V2LZLYFpZ+6RUeNujsDrzcqoWtf8INiyptT3d4EJeOoU/ JnSBNWhZSwST2R
+5VIL2rOV08sVHULVALUAWEE I ABNKmM5G j Zy rwK FEXHUYUBEANGVRSECVW2b7FrCj
+Ty12u0WNdp70plgdiHvUiVknrluHfLtAg4H72n7E+glwxfuCeCl8BelLgZFnbsC+
100ueBNNPL7mXVPNE9GT6SZMOal qoS8=

————— END CERTIFICATE-----

Cross-certification certificates — Generation O
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Issuer: CN = Trusted Root CA G2
O = GlobalSign nv-sa
OU = Trusted Root
C=BE

M1 1H/TCCBuWgAw I BAg IRRsHXt+G5QhTJ1bCtODhLGTKkwDQYJKoZ I hveNAQEFBQAW
XDELMAKGA1UEBhMCQKUxXFTATBgNVBASTDFRYydXNOZWQgUm9OvdDEZMBCGALUEChMQ
R2xvYmFsU2InbiBudi1zYTEbMBKGALUEAXMSVHI1c3R1ZCBSb290 1ENB I EcyMB4X
DTEzMDkxNzAWMDAWMFoXDTESMTAXMzEOMDU1N 1owfDETMBEGCgmMSJomT8 1 XxkARKW
A2NVbTEXMBUGCgmSJomT8i xKARKWB3NOYXRvaWwxCzAJIBgNVBAYTAK5PMSAwWHgGYD
VQQKEXdTdGFOb2 1s IEFTQSAtIDkyMzYwWOTAXN j EAMBSGALUEAXMUU3RhdGOpbCBR
dWFsaWZpZWQgQOEwgg I iMAOGCSqGS 1 b3DQEBAQUAA4 I CDWAwgg I KAo I CAQDFXEH8
0x5R1s0DLSz8dX+JcJ9GXKMHuLoidILbK2LWT+ZXZsuw9XOHKy 19hr6ac4UkgCJIP
dNzcTJKYBezp+yc2RDZVwIFxVvbQzelPWymLJIPJcPucSUi FFxBaGQHFrG5Zt6tju
1/tExXFgx70tlY4/vF1vKchoT15SpewWh3YX3ALKHBd 1yaORcyN2BfrYZX1ASeOQY
813sNPndyB51tB793alLaQhra+mLmXEEpeJ 10Mdm+AOhtFkDy9HwWOKWK4NnAgK 10MI
rolqaqz+X+0CJUHOGcw3nb jBeMgmuy IEDAe8rMfxrYtl1bN1V8V5+nhDzgjnFa3sT
8SZJTOGgOKUAO1R3UOASE4 1 byWa2q7 jBwU1lwgBLBNQYktIX8ibqtSpclQ/kxcMZT
N8x6Q230lawP/dnGPOcp2gFRpW4 i LWugNLPzKvtqjiMOncbmU/AZh63P+WmQ6LC3
P3631CnqChGx/37Ds3uYLx695Wre7gDnekZ+bp7muVup2Z/xCY 17d+EeVLXNHRr3
6ahlo/rNfaRNGn5Pdx9n1EXEG4v8scIMztv5plAEC2PgiY+yh IUYFfGFbyCNP3Zrd
meF8Ujkw87i+BSJFhJ8RavJJTbgoepuyXV1cQ/K7BFIQAd7XuHsMIGIAoOcZ4j5N
5HmMBXzFsqgPj 1hDZ70qK6/V3YotNuABFKOFyCtwlDAQAB04 I DmDCCA5QwDgYDVROP
AQH/BAQDAQEGM I I1BNwYDVROgB I 1BL j CCASowgeQGCGCEQQEOAGECMIHXMCAGCCSG
AQUFBwW I BF i JodHRwO i 8vcGtpLnNOYXRvaWwuY29tL3Bkcy9wZHMucGRmMIGkBggr
BOEFBQcCA]j CBlwyBIFNOYXRvawwgZXh jbHVkZXMgYWxs 1GxpYWIpbG10eSBvZiBh
bnkga2 luZCByZWxhdGVk IHRvIHR0ZSB1c2UgYW5k IGFj Y2VwdGFuY2Ugb2YgU3Rh
dG9pbCBkaWdpdGFs IGNIcnRpZml j YXRIcyB1lbmx1c3MgzZXhwemVzc2VKkIGIulHNI
CcGFYyYXRIIGFncmVIbWVudC4wQQYJKwYBBAGgMgESMDQwMgY I KwYBBQUHAgEWJIMhO
dHBz0i8vd3d3Lmdsb2JhbHNpZ24uY29tL3J1cG9zaXRvcnkvMB IGALUdEWEB/wQI
MAYBAT8CAQAwgFUGA1UdHgSB7TCB6CBLtTANggtzdGFOb2 IsLmNVvbTANgQtzdGFO
b2 1sLmNvbTAOgQwuc3RhdGOpbC5jb20wUaRPMEOXEzARBgoJkiaJk/ ISZAEZFgNj
b20xFzAVBgoJkiaJk/ IsZAEZFgdzdGFOb2 1 sMQswCQYDVQQGEwWJOTzEQMA4GALUE
ChMHU3RhdG9pbDAypDAWL j ETMBEGCgmSJomT8 i XxkARKWA2NVbTEXMBUGCgmSJomT
81 xkARKWB3NOYXRvaWyhMDAKhwgAAAAAAAAAADA 1 hyAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAADALIBgNVHSUEL j AsBggrBgEFBQCDAgGY 1 KwYBBQUHAWQG
CisGAQQBgjcUAgIGCisGAQQBg j cKAWwWwWPQYDVROFBDYWNDAyoDCgLoYsaHROcDov
L2NybC5nbG9i1 YWxzaWduLmNvbS9ncy90cnVzdHIvb3RnMi 5jcmwwgYQGCCsGAQUF
BwWEBBHgwd jAzBggrBgEFBQcwAYYnaHROcDovL29jc3AyLmdsb2JhbHNpZ24uY29t
L3RydXNOcm9vdGcyMD8GCCsGAQUFBzACh jNodHRwO 1 8ve2VjdXJILmdsb2JhbHNp
Z24uY29tL2NhY2VydC90cnVzdHJIVb3RnMi 5j cnQwHQYDVROOBBYEF 1 4PWOCHOQ5d
+HNLmMCRG INnU745NaMB8GA1Ud IwQYMBaAFBT25Y sxtkWASkxt/MKHico2w5BiMAOG
CSqGS1b3DQEBBQUAA4 IBAQA9QV5pB5n6VIHS6Z1au9YFVSVDZh5rcGVEYBeF8u7g
/NRA1XXVJI//4eiCuN/Vj2j4tkO1GyNPENQNWMhS5L j ihCjWwIhGizOPEQ8jocXi35y
47ZN/IMANEoVelFYMINTXM0o65QrB8e0ZHgl ibNL I TUpZKJIje2sJgtt2FZ2tkM8RtE
kJInPFudBD120kNxu4dfQHFBmG3Fpwja82Gro9V6Nc+RTQ I INXM2vmEXYzwkU1lv4L
MO7byMowe5qg7K/YHgrpauuQFk8Py2VYx7dPDurwgahNINS2Qt45yRrqgqFVWoD91
0dp1LUbos8z00t8ykEnge61YIpBPChOAL/nawu320w4G

————— END CERTIFICATE-----
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Appendix B.

Cross-certification certificates — Generation 1

Issuer: CN = GlobalSign Primary SHA256 CA for Adobe
OU = GlobalSign CDS
O = GlobalSign nv-sa

C =BE

M111gzCCB2ugAwIBAg IRZeODyQyVq9ALGPKIABGApKwWwDQYJKoZ I hveNAQELBQAW
¢ j ELMAKGALUEBhMCQKUXGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2ExFzAVBgNY
BAsTDkdsb2JhbFNpZ24gQORTMS8wWLQYDVQQDEYZHbGO1 YWxTaWdu Il FByaWlhcnkg
UOhBMjU21ENBIGZvciBBZG9iZTAeFwOXNDALMj gwMDAWMDBaFwOyMjALMj QWMDAW
MDBaMHwxEzARBgoJkiaJk/ I sZAEZFgNjb20xFzAVBgoJkiaJk/ IsZAEZFgdzdGFO
b2 1sMQswCQYDVQQGEwWJOTzEgMB4GA1UEChMXU3RhdG9pbCBBUOEgQLSASMjM2MDkw
MTYXHTAbBgNVBAMTFFNOYXRvaWwgUXVhbG ImaWVk IENBMI 1C1jANBgkghk i GOw0OB
AQEFAAOCAg8AMI ICCgKCAgEAOWESWRBWOXNKKGZE81+Y7VEaZ5u+Q1clx9d6K0O50
DkCvkN95qg I POwoBPmFd2eghbtns1P9X/mHhN3Bi 1GK2PgYtoUVYekntkbzZ IgbMbj
L39jMPAeNwgdFipa+Grzf4UbTIVxDYvGgs jCFYFgQPHekwZY181Yy09mN5UzGNAN
DditU04KQJCIcgqgydJD6n/p/y9cK5QGH8ZDFU7yqSINvIMIdhI0w9+gintEez6q
SCx1RpzZqVv61G20ZWPg6wiVCQbC8bXvnMpNIh8WnrQbkUZ1A7ntOyYYPeX108FHS
zJHR+sW2eZ0S1V1948btdokyPwLi0tTCGKc+210/ZdsL j2n3 I1xgFLwhHV8HVWyUV
KNF1yBSaOtjyh2sbdNxlytIRIB8/3Vosl0X1/2t+qupSJIZbKv0/3SzwFUCWSrxhH
rF936k0kKZTOSoayYDoOv4JINHS+eU+BKe I GTd/PdCNihuSTBLPUHDwgEm8d I FQ+6
bc/zjfgpkuiDGIwk8Y 1e4 jRGe2bHcufjM3US5a7 lwn/+GmhmELTL8YdwOL leoyehz
larWNwWc8gXiQwgBTiPy4/kVelec4BcHKe8WbRVLOSOGDKAIWGXmm1l+Sh9zRjSCR
LuoPOBmvCUS/ jOsX0Yy l joadUzN/PKROVIBShloQVmkyVZrbZY1sj3XJIX6Q62+z8
V2cCAWEAAaOCBAgwggQEMA4GA1UdDWEB/WQEAWI BB j CCATAGALUd IASCAecwggHj
MIH5Bgkghk1G9y8BAgEwgeswMgY I KwYBBQUHAgGEWIMhOdHBzO18vd3d3Lmdsb2Jh
bHNpZ24uY29tL3J1cG9zaXRvenkvM1 GOBggrBgEFBQCCAJ CBpwyBpFRoaXMgY2Vy
dGImaWNhdGUgaGFz 1GJ1ZW4gaXNzdWVkIGIulGFjY29yZGFuY2Ugd210aCB0OaGUg
QWRvYmUgQ1AgYW5k IEdsb2JhbFNpZ24gQ1AvQ1BT IGxvY2F0ZWQgaWw4gdGhl IEds
b2JhbFNpzZ24gcmVwb3NpdG9yeTot 1Gh0dHBzO18vd3d3Lmdsb2JhbHNpZ24uY29t
L3J1cG9zaXRvenkvMIHkBghghE 1BDgI1BAjJCB1zAuBggrBgEFBQCCARY iaHROcDov
L3BraS5zdGF0Ob2 I sLmNvbS9wZHMvcGRzLNBKZjCBpAY IKwYBBQUHAgQ lwgZcMgZRT
dGFOb21s1GV4Y2x1ZGVz 1GFsbCBsaWFiaWxpdHkgb2YgYW551GtpbmQgcmVsYXRI
ZCBObyB0aGUgdXNI IGFuZCBhY2NIcHRhbmNT 1GO9mIFNOYXRvaWwgZGInaXRhbCBj
ZXJ0aWZpY2F0ZXMgdw5sZXNz1GV4cHI 1 c3N1ZCBpbiBzZXBhcmFOZSBhZ3J1ZW11
bnQuMB 1GALUdEWEB/wWQ IMAYBAT8CAQAWgCQGALUdHgEB/WSBUTCBtqCBgTANggtz
dGFOb21sLmNvbTANgQtzdGFOb2 IsLmNvbTAOgQwuc3RhdG9pbC5jb20wUaRPMEOX
EzARBgoJkiaJk/ 1sZAEZFgNjb20xFzAVBgoJkiaJk/ I sZAEZFgdzdGFOb2 1sMQsw
CQYDVQQGEWJOTZzEQMA4GA1UEChMHU3RhdG9pbKEWMAQHCAAAAAAAAAAAMCKH IAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAVMBQGALUAIQQNMASGCSqGS b3
LWEBBTBABgNVHRBEOTA3MDWgM6AXh i 90dHRWOi18vY3JsLmdsb2JhbHNpZ24uY29t
L2dzL2dzcHJtc2hhMmFkb2J ILmNybDCBigY I KwYBBQUHAQEEF j BBMDYGCCsSGAQUF
BzABhipodHRwWOi18vb2NzcD luZ2xvYmFsc2Inbi5jb20vZ3NwemlzaGEy YWRvYmUw
QgY I1KwYBBQUHMAKGNmMhOdHABLY9zZWN1cmUuZ2xvYmFsc2Inbi5jb20vY2FjZXJ0
L2dzcHItc2hhMmFkb2JILmRIcJAdBgNVHQ4EFgQU2nWZia7Mjd9CpahYgPyWulat
xJowHwYDVRO j BBgwFoAUWdgkws9rBKLU IXalKVz12EErJF8wDQYJKoZ IhvcNAQEL
BQADggEBAD1915QhJafMrrpSLbIxD7RE9b940QzrW8rWFFNBO4Rx7najakNzLLYJ
05nVVUGz 1 IKMZyJBsFgpR31X1rKrOcCY23tDPI1FJIT33qgJXYAgKzFXHWrL5Mwz/Y
Xh04mWI+/ iWIQmxaSTtZwanGgu INWBhTOmFMHALeEUpcFUshB/RAXQPOrx15d+xbl
6UpBSMQ4UgdpQ58uSPq2LPMDpbHbE I tmfR2+nb+39LLVghtVdfsFNI jPWWMYVT3B
ZJtP4ecCiQvgMuwHEZ jZpKAT8apYgKtg4PKtgqltRMeOFCWXUV60FWaSDbU61580C/
OEat+laeicY1lqOtgxiFcwV/L7rnsR5AA=

————— END CERTIFICATE--—--
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Issuer: CN = Trusted Root CA SHA256 G2
O = GlobalSign nv-sa
OU = Trusted Root
C =BE

M1 11ETCCBvmgAwIBAg IRUNN9wgz3zy InBBgj Y+GzhpswDQYJKoZ IhveNAQELBQAwW
YzELMAKGA1UEBhMCQKUXFTATBgNVBASTDFRYydXNOZWQgUm9OvdDEZMBCGALUEChMQ
R2xvYmFsU2InbiBudi1lzYTEiMCAGALUEAXMZVHJI1c3RIZCBSb290IENBIFNIQTI1
NiBHMjAeFwOXNDA1Mj gwMDAwWMDBaFwOyMjA1MjgwMDAwWMDBaMHwxEzARBgoJkiad
k/ 1sZAEZFgNjb20xFzAVBgoJkiaJdk/ 1sZAEZFgdzdGFOb2 I sMQswCQYDVQQGEwJO
TzEgMB4GA1UEChMXU3RhdGOpbCBBUOEgLSASMjM2MDKwMTYXHTAbBgNVBAMTFFNO
YXRvaWwgUXVhbG ImawVk IENBM1 1C1 jANBgkghk i GOWOBAQEFAAOCAG8AMI ICCgKC
AgEAOWESWRBWOXNKKGZES81+Y7VEaz5u+Q1clx9d6KO50DkCvkN95q I POwoBPmFd2
eghbtns1P9X/mHhN3Bi I GK2PgYtoUVYekntkbZlgbMbjL39jMPAeNwgdFipa+Grz
FAUbTI1VXDYVGgs jCFYFgQPHekwZY18iYy09mN5UzGNANDd i tU04KQJCIcgqgydJD
6n/p/y9cK5QGH8ZDFU7yqSINvIMIdh I0w9+gintEez6qsCx1RpzZqV61G20ZWPg6
wiVCQbC8bXvnNMpNIh8WnrQbkUZ1A7ntOyYYPeX108FHSzJHR+sW2eZ0S1V1948bt
dokyPwLiotTCGKc+210/ZdsLj2n3IxgfLwhHV8HVWYUVKNF1yBSaOtjyh2sbdNxl
ytIRIB8/3Vos10X1/2t+qupSJIZbKv0/3SzwFUCWSKrxhHrF936kOkKZTOSoayYDoO
V4INHS+eU+BKe 1GTd/PdCNihuSTBLPUHDWgEmM8d 1 FQ+6bc/zj fgpkuiDGIwk8Yie
4jRGc2bHecufjM3uU5a7 lwn/+GmhmELTL8YdwOL leoyehz larWNWc8gXiQwgBFiPy4
/kVelec4BcHKe8WbRvLOSOGDKAIWGXmm1l+Sb9zR jSCRLUOPOBmMvCUS/ jOsXOYyl
J0adUzN/PKRIOVIrBSh1oQVmkyVZrbZY1sj3XJX6Q62+z8V2cCAWEAAaOCA6UwggOh
MA4GA1UdDwWEB/wWQEAwWIBBjCCATcGA1Ud IASCAS4wggEgMIHkBghghE I1BDg IBAjCB
1zAuBggrBgEFBQCCARY 1aHROcDovL3BrasS5zdGFOb2 IsLmNvbS9wZHMvcGRzLNBk
ZjCBpAY 1KwYBBQUHAgQ IwgZcMgZRTAGFOb21s1GV4Y2x1ZGVz 1 GFsbCBsaWFiaWxp
dHkgb2YgYW551GtpbmQgcmVsYXR1ZCBObyBOaGUgdXNI IGFuzZCBhY2NIcHRhbmNI
1GOMIFNOYXRvaWwgZG InaXRhbCBjZXJ0aWZpY2F0ZXMgdW5sZXNz 1GV4cHJI I c3NI
ZCBpbiBzZXBhcmF0ZSBhZ3J1ZW1 1bnQUMEEGCSSGAQQBOD I1BPDAOMD IGCCSGAQUF
BwIBFiZodHRwczovL3d3dy5nbG9i YWxzaWduLmNvbS9yZXBvc2 10b3J5LzASBgNV
HRMBAT8ECDAGAQH/AGEAMIH1BgNVHR4EgeOwgeqggbUwDY ILc3RhdGOpbC5 jb20w
DYELc3RhdG9pbC5jb20wDoEMLNNOYXRvaWwuY29tMFGKTzBNMRMWEQYKCZ Imi ZPy
LGQBGRYDY29tMRcwFQYKCZ Imi ZPyLGQBGRYHc3RhdG9pbDELMAKGALUEBhMCTk8x
EDAOBgNVBAOTBINOYXRvaWwwMgQwMC4xEzARBgoJkiaJdk/ 1 SZAEZFgNjb20xFzAV
BgoJkiaJk/1sZAEZFgdzdGFOb21soTAwCoc I AAAAAAAAAAAW I 0cgAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAWNQYDVRO IBCAWLAY IKwYBBQUHAW I GCCsG
AQUFBWMEBgorBgEEAY I 3FAICBgorBgEEAY I 3CgMMMEEGA1UdHWQBMDgwWNgAOODKG
MGhOdHA6LY9j cmwuzZ2xvYmFsc2Inbi5jb20vZ3MvdHI1c3Ryb290c2hhMmcyLmNy
bDCBjQY IKwYBBQUHAQEEgYAwT JA3BggrBgEFBQcwAYYraHROcDovL29jc3AyLmds
b2JhbHNpZ24uY29tL3RydXNOcm9vdHNoYTJInMjBDBggrBgEFBQcwAoY3aHROcDov
L3N1Y3VyZS5nbG9i YWxzaWduLmNvbS9 j YWNIcnQvdHJI1c3Ryb290c2hhMmeyLmNy
dDAdBgNVHQ4EFgQU2nWZia7Mjd9CpahYqgPyWu latxJowHwYDVRO jBBgwFoAUyGOb
CGIUwpj 12c3jM7dQXvjIAZswDQYJIKoZ IhveNAQELBQADggEBAEO1HKENJGT/ogwn
T4y1GOGMMVxvTOeRalMz85y7V0qqy9RIHF425n0qtE2F i InmIx8BJ3vqcLOY+eCi
z/0SxB2agh10PHOSApKL24MDL6R6 1SdcWw47 I +HEvZ I1KDd jhwCt+rHkUblyrkXoC
KTJ4BQe7V590rtjbfxZZYBTCxjygoml70fAwIDeloaFPRIKsudtqzD2f6UPOSTE7
1B/ 18t8CtxBMKKbkW2YuVGzuT8mr7mSotxKdFx 189EwUTCcZCENEeH3p4vLO2 I sPW
Fs1YQ5pP47LTNy8BCLmz6n1U/DFfUs+v9DeWOk/P8/1Su7rhhFCXYJ987/0CWkWmq
YxtFt/s=
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